Introduction
There is wide agreement that good information security policy is the foundation of organizations' information security (e.g. Parker, 1998; Perry, 1985; Schweitzer, 1982; Warman, 1992) . However, we find very little research into the creation of good security policies. Not surprisingly, varieties of beliefs with respect to security policy exist. Of these different views, two schools of thought can be distinguished:
(1) technical/computer security; and (2) non-technical/security management.
In the technical discourse, security policy is used as a synonym for overall security architectures of operating systems (Viega and Voas, 2000) . More commonly, computer security researchers use the term ''policy'' for describing access control rules for a computer system (e.g. Sandhu and Samarati, 1994) . Sterne (1991) is somewhat between these communities, distinguishing three forms of policies: the security policy objective, the organizational security policy and the automated security policy. The security policy objective is ''a statement to protect an identified resource from unauthorized use''. The organizational security policy describes how to achieve the specified security policy objectives. The automated security policy refers to the restrictions specifying how a computer system protects computer resources according to an organizational security policy. Abrams and Bailey (1995) differentiate three views concerning policy: (1) corporate security policy (top management's view); (2) organizational security policy (users' view); and (3) technical security policy (designers' view). Tanenbaum (1992) stresses the separation between policy (what should be protected) and mechanism (how the policy is enforced).
As for a view from the school of information security management, Schweitzer (1982, pp. 30-32) takes wisdom from Webster's Dictionary defining policy as ''a definite course or a method of action''. In his account, policies are at top level whereas standards are at middle level. He reserves term procedure for the lowest level directive, establishing how exactly things described in policies are to be done. Wood (1999) espouses that ''policies'' are general management level statements whereas ''standards'' are more specific and refer to particular technological solutions. For Wood, ''guidelines'' are similar to ''policies'', the difference being that ''guidelines'' are optional while ''policies'' are mandatory. Dhillon (1997) distinguishes strategy, policy and operating procedures emphasizing that, instead of policies, organizations should form an information security vision and strategy at the top management level.
To avoid confusion in this terminological jungle, a simple three level division of security policies is proposed. In a high-level reference, a security policy is a high-level overall plan embracing the general security goals and acceptable procedures. In a lower level reference, policies are defined information security methods of action that are selected from among alternatives and in light of given conditions that guide and determine present and future information security decisions. The third level is meta-policy (see below).
In spite of the commonly recognized importance of security policies, it is peculiar that current discussion about security policies has been concentrated on specific content issues (e.g. Anderson, 1996; Kwok and Longley, 1997; Parker, 1998; Perry, 1985; Wood, 1995 Wood, , 1996a and the problem of achieving management commitment with respect to security policies (e.g. Kwok and Longley, 1997; Perry, 1985) . Consequently, information security policy formulation is often reported to be an ad hoc process (Gaskell, 2000; Sibley, 1993) .
Traditionally, the role of general information security standards/guidelines/ evaluation criteria in the business of security management, such as BS 7799 (BSI, 1993 ) or GASSP (1999 , have been highlighted (Caplan and Sanders, 1999; Chokhani, 1992; Fitzgerald, 1995; Janczewski, 2000; Solms, 1999; Eloff and Solms, 2000) . In the same vein, it is suggested in the information security literature that security polices should be developed with the help of general information security management standards and guidelines (Gaskell, 2000; Janczewski, 2000) : Even though the adaptation of general information security management standards might shorten the time of policy development (Janczewski, 2000) , the use of such standards as a basis for security policy development has several shortcomings. First and foremost, general information security management standards and guidelines fail to pay adequate attention to the fact that organizations differ, and therefore their security requirements will differ (Baskerville, 1993) . Second, standards do not take into account the social nature of the problems (Dhillon and Backhouse, 2001 ). Third, generic standards overlook the normal business requirements of organizations with the result that a conflict between the organization's normal business requirements and security requirements proposed by security standards may arise. Fourth, general standards are broadly written necessitating ad hoc managerial decision making and judgment (Ferris, 1994) . However, general information security management standards do not provide any help concerning these decision-making problems.
It is recognized by a few authors that organizations have unique security needs (Schweitzer, 1982; Wood, 1999) and dynamic business environments (Schweitzer, 1982) -factors which policy development should take into account. However, efforts to address these issues are few and far between. Yet, trends towards emergent organizations (Truex et al., 1999) and Web-based IS (Isakowitz et al., 1998) strengthen the need for proper information security policy planning. Such a vacuum with respect to policy development is not strange considering that security planning generally has not received the intense interest of the information security community (Straub and Welke, 1998) . This paper proposes that the introduction of an information security meta-policy is relevant for tackling the aforementioned problems. The aims of information security meta-policy include establishing how information security policies are created, implemented and enforced.
The remainder of the paper is organized as follows. The second section presents examples of high and low-level policies and discusses the related work. The third section outlines policy requirements of emergent organizations. Information security meta-policy is presented in the fourth section.
The fifth section provides a discussion considering the limits of this study and outlining implications for research and practice. Finally, a concluding section summarizes the key findings of the paper.
Security policy terminology and research
A high-level information security policy expresses security objectives and concerns at the highest level of abstraction, such as a corporate statement about the importance of the information resource, and defines management and employee responsibility to safeguard the resource. An example of such a policy is:
Departments should ensure that adequate information security management policies are implemented to protect their information asset. A department's information security plan should be formulated for dealing with risks and potential threats to their information asset in a manner commensurate with the department's business priorities, principles and goals. Security functionality should generally strike a balance between ease of use, relative cost, feasibility and availability of resources (Department of Premier and Cabinet -Victoria, 1998).
Lower-level information security policies follow high-level security policy as responses to identified risks reflecting firm objectives, values, and stakeholder responsibilities. Lowlevel polices are expressed in a lower level of abstraction than high-level policies. As a result there has to be a match between high and low levels of security policies: lower-level policies should be able to revert to high-level ones by increasing the level of abstraction, and vice versa. Lower-level policies mandate organizational processes and represent how the organization must function with respect to security. Such policies assist the firm in identifying areas of vulnerability and the need for control. They may provide specific security countermeasure alternatives, and often carry a statement of sanction for noncompliance. Typically such policies are approved by a steering committee of managers, which may include specialists in information security, design and development and strategic planning. An example of such a policy is:
You will be required to change your password at least every 90 days. You will not be allowed to change your password again for 15 days after a change. Your account will be disabled after five failed attempts to log on in 24-hours. Your password must be at least eight characters long and have at least one number and one nonnumeric character (Cornell University, 2000) .
Lower-level policies may address specific countermeasures, for example, by defining virus scan software. Indeed, firewall configurations are sometimes regarded as low-level policy definition (Gaskell, 2000) .
An information security meta-policy is a ''policy about policies'' declaring the organization's plan for creating and maintaining its information security policies. Such a meta-policy defines, for example, who is responsible for making policies, and when such policy making should take place. Metapolicy in the information security realm has remained implicit, and the processes for making policies are typically ad hoc (Gaskell, 2000; Sibley, 1993) . For example, in the high-level Victoria information security policy above, the policy discusses implementing policy, but does not define exactly who makes these policies, how they are to be made, and when they are to be made.
The importance of security policy is recognized by the authors of different methods for developing and/or managing information systems. Such methods include:
checklists and standards (e.g. BSI, 1993; GASSP, 1999) ; logical controls added into data flow diagrams (Baskerville, 1993) ; abuse cases based on use cases of unified modeling language (McDermott and Fox, 1999) ; responsibility modeling (Backhouse and Dhillon, 1996; Dhillon, 1997) ; virtual methodology (Hitchings, 1995) ; a methodology based on Checkland's soft system methodology (James, 1996) ; a modified version of Boehm's spiral methodology (Booysen and Eloff, 1995) ; a meta-notation (Siponen and Baskerville, 2001) ; and a security planning model (Straub and Welke, 1998) .
However, these approaches -excluding Dhillon (1997) -do not provide any specific support for developing information security policies. Additionally, several less systematic frameworks for security management have been put forth including Parker (1998) and Perry (1985) . These frameworks present different principles for managing security, but they do not concern themselves with the issue of policy formulation. Moreover, several ready-made policies (often forming different parts of security policies) are suggested including Anderson (1996) ; Kovacich (1998) ; Overly (1998); and Wood (1996a, b) . These different proposals and examples of security policies provide little help with respect to policy formulation. For example, Fraser (1997) details who might be involved in security policy setting, and what characterizes good policy, but provides little insight into how this policy ought to be formulated.
Only a few information security experts/ researchers have paid attention to metapolicy. Wood (1999) has developed a comprehensive approach to security policy formulation that includes specific instructions for formulating high and low-level polices (further developed by Pentasafe Technologies). Wood mainly focuses on content giving his study a policy ''checklist'' orientation (i.e. desired policies are selected from the checklist of possible and alternative policies).
The 1999 revision of BS 7799, and its cousin, the ISO/IEC 17799, demonstrate increased attention for meta-policy (see Lillywhite, 1999) . As standards generally, the original version was essentially a specification for essential countermeasures (low-level security policies). Although the 1999 revision, BS 7799-1, retains these low-level policies to a large degree, there is an increased emphasis on methods for selecting these low-level policies (Pounder, 1999) .
The body of advice represented by Wood and BS 7799-1 might each be viewed as a meta-policy. However, of these works, Wood's study appears to be the only approach that is complete enough to be easily adapted as a meta-policy in a large, complex organization.
Emergent organizations require meta-policy
Organizations should be increasing their interest in information security meta-policies due to the increasing rate of technologydriven change in today's commercial, industrial and government organizations (with the Internet as pacemaker).
Competitive organizations (and their information resources) must be flexible or even fluid in order to adapt quickly to shifting demands. In order to do this, a business security strategy and a security vision, in terms of Dhillon (1997) including metapolicy, must exist.
Organizations (and their concomitant information systems) that are constantly changing are known as emergent organizations (Truex et al., 1999) . Every feature of these emergent organizations is continually in motion, following no predefined pattern. Organizational features that might be thought of as a stable structure, become products of constant social negotiation and consensus building. Consequently, organizational emergence recognizes a theory of social organization in which stable structures cannot be relied upon. Organizational emergence forces security designers to reframe their assumptions about the environment with which information systems must cope. Long system life spans and low maintenance give way to flexible, adaptive (and high maintenance) systems (Truex et al., 1999) . Under these goals information security must facilitate rather than inhibit organizational change.
Constant organizational change cannot be easily accommodated by high-level or lowlevel information security policies. The opportunity to enable and facilitate organizational emergence arises in metapolicies. In order to adapt and yield, security policies should be as changeable as the organizations they protect. However, such adaptation cannot be wholly uncontrolled and haphazard. Hence, emergent organizations must address their needs for flexible, adaptive information security by setting supportive meta-policies. These meta-policies describe exactly how and when information security policies are made (or changed).
Features of emergent organizational security landscape
Fast-paced organizational change denotes a social organization that inhabits a different landscape than might be perceived when an organization is seen as stable and unchanged. For example, emergent organizations are typically highly decentralized in the way the organization attempts to achieve structure. Control over rules, relationships and processes, tends to slip away from a central source of control. From a security perspective, this feature in the landscape suggests that fixed, centralized security policies are less likely to be as effective as changeable, decentralized security policies.
The security landscape of emergent organizations turns out to be selfmanagement, and consequently raises the ease of use conflict. Security policies must be well motivated (they make sense for different computer users to follow), easy-to-use and well matched to the easy operation of information technologies. For example, policies to which people find it difficult or irrational to adhere are not likely to gain approval or implementation in an emergent organization. However, the decentralized landscape is likely to promote innovation and, given the proper motivation, policies that meet security goals while retaining ease of use are more likely to emerge.
However, because the landscape incorporates so much change in the organization, policy testing becomes a more important feature of this emergent information security meta-policy. Security policies will have to be routinely tested for effectiveness and validity. Such testing will enable the organization to know if its security policies are still providing protection despite possible dramatic organizational changes. Yet, the testing should ensure that the lowlevel policies match with high-level polices and vice versa. Consequently, a security policy test-and-revise cycle becomes a much more important and frequent security activity. Interestingly, the testing requirement means that implementation must be explicit. Testing a policy means that its expected conditions and outcomes must be very clearly expressed in order to check its operation. This requirement means that the making of security policy must also be a more intensive and careful activity.
The policy-making activity is made even more intensive and careful by the technology demands of emergent organizations. Fastmoving organizational change means fast-changing information requirements. As a result, limited access to information through stringent access control can become a drag on organizational change and thereby threaten organizational survival. This problem is different from the typical ease-of-use issues. This problem is one of limiting organizational emergence because of limited information access. This problem presents conflicting and stringent demands for security policy making, particularly regarding the privacy rights in the face of requirements for absolute accessibility. Compliance with relevant laws both for security and accessibility of private data will not permit the uncontrolled access that emergent organizations seem to demand.
This critical accessibility feature in the emergent security landscape must not be seen as an insurmountable obstacle to flexible and fluid organizational information resources. Rather it highlights the need for security meta-policy that facilitates rapid change and adaptation in access control policies. As the organizational need for information shifts, security policies must be synchronized so as to enable the information access necessary for the organization to function successfully in its new form.
As organizations move toward fast-paced change and become emergent, it is not necessary to constrain this emergence by increased rigidity and centralization in security policies. Rather, it is possible to enable this emergence by increasing the security policy-making activity such that security countermeasures are always in synch with the organization's business requirements. This fast-paced security policy making must be carefully enabled by its clear definition in the organization's security meta-policy.
Security meta-policy imperatives
In order to function effectively in emergent organizations, there are three imperatives that an organizational meta-policy must keep in view. These include suppleness, political simplicity and criterion-orientation.
Meta-policies should enable the organization to be supple in the way it makes and maintains its security policies. When the organization seeks to change in ways that conflict with its existing security policies, the organization meta-policy should facilitate a rapid reaction in the adjustment of security policies. This does not mean that security goals are ignored, rather, it means that organizational security elements are quickly reoriented to allow the organization to achieve its functional needs and its security goals. This supple view on policy makes security policies more responsive to organizational change and has the effect of improving the overall security posture. This posture improves because the organizational security policies are always in synchronization with the organization's primary goals and processes for achieving those goals.
Political simplicity can improve meta-policy suppleness. Organizational politics in emergent organizations, owing to the constant change, are complex and difficult to control. The vanguard of organizational change can easily create conflicts with obsolescing policies. The political goal of organizational meta-policy is to maximize policy compliance without totally outlawing non-compliance where situations warrant. This is very soft political territory. What emergent organizations need in terms of security policy non-compliance is for the relevant managers to consider carefully the context and the security policy and make any exceptions to security policy that are both carefully reasoned and explicit. What emergent organizations do not need are harsh, inflexible policies that force change agents into secret and poorly considered non-compliance.
An example of political simplicity can be found in the ''soft controls'' used successfully in many organizations to control the diffusion of incompatible microcomputer technologies in the early 1980s. Couger (1986) described three approaches to configuration control of desktop computers that he studied in large organizations. The first approach was laissezfaire, in which divisions were allowed to adopt any desktop configurations. This approach resulted in widespread incompatibility in desktop technologies. The second approach was hard controls. Centralized decisions were made about allowed desktop configurations and divisions were required, under penalties, to acquire standardized configurations. The results from this approach were strangely similar to laissez-faire, because the central standards typically did not match needs in the organizational divisions. The third approach was soft controls. Incentives, such as budget supplements, were put in place to encourage the divisions to acquire their desktop technologies through a centralized organizational agency. Popular configurations were adopted as informal standards that were more heavily supplemented than unusual configurations. This combination of marketdriven standards and central incentives resulted in the most standardized desktop configurations in the organizations studied. Deviations from the standards were permitted, but the internal economics of the organization forced deviant decisions to be made with care and understanding. If there was enough deviation, the central standard was changed.
The last imperative is criterion-orientation. In a setting where an organization is emergent, it is important that the policy makers understand and operate with the essential goals of the security policies in view. The meta-policy must explicitly focus the policy makers on the priorities of the organization. For example, a meta-policy might state that the organization must, at all times, keep the organization in compliance with the UK Data Protection Acts. Such a meta-policy focuses policy makers on a criterion that must be met by the changing form of all security policies. However, by not specifying exactly how the criterion is to be met, this allows policy makers to be flexible and adaptive in changing organizational security policies such that the organization can effectively and continuously meet the criterion as the organization emerges.
Meta-policy and policy features
The objective of a meta-policy is to control policy making: how policies are created, implemented and enforced. Some security policy features are considered below.
Policy requirements
There are two essential requirements that must be encompassed by a process of creating information security policies. These are the identification of security subjects and objects, and the classification of security subjects and objects. The meta-policy must ensure that these requirements become primary features of the organization's security policies.
Identification of security subjects and objects. The meta-policy must insure that policies are made that identify security subjects and objects. Security objects are the security relevant assets of the organization. Security subjects are different entities that operate on, or are associated with, the security objects and assets.
The term ''security subjects'' refers to the different entities that have a relevant security connection to the assets of the organization (security objects). Security subjects may include employees of the organization, business partners and third-parties. The term security objects refers to the assets of the organization that are particularly relevant to information security. Such assets may range from physical things such as paper to electronic entities such as files. Because organizations differ, they necessarily regard different things as their assets. This difference means that a universal list of assets cannot be provided. We should note, however, that while employees might be regarded as assets of organizations, for security policy purposes, they are classified as subjects.
A classification of security subjects and objects. The meta-policy must insure that policies are made that not only identify security subjects and objects, but also classify these according to access requirements. The resulting security policy must define the framework by which rules might define the various kinds of subjects might access the various kinds of objects. These classifications extend to enable the organization to define the kind of access to objects that the subjects need. Hence, three classifications (subjects, objects and access) are needed.
Information security policies should also elaborate a process by which the organization will determine which security subjects (e.g. employees) need access to security objects, and what type of access (e.g. read, write) the security subjects should have. The process should encompass activities by which certain kinds of access are prohibited and actions that are unnecessary are specified.
Design processes
Organizational information security metapolicy must specify the process by which policies are designed and implemented. These policies must be created such that the proper level of abstractions and expression forms are determined.
Creation of policy and sub-policies hierarchy. The meta-policy will have to encompass activities by which policy requirements will be analyzed and shaped into a hierarchy of highlevel polices and low-level/sub-policies (or perhaps further into guidelines and procedures). The policy makers will need to determine what low-level/sub-policies are needed, and what are the target objects and subjects of each particular low-level/ sub-policy.
Low-level policies are necessary because differing organizations will have differing complexity in terms of the kinds of subjects and objects. Widely different low-level security policies (e.g. security guidelines for different end-users) will be needed to ensure appropriate security at varying levels of organizations.
Adjusting the levels of abstraction and enforcement needed. The meta-policy will have to prescribe activities by which policy makers can adjust the policies to the best level of abstraction. Consequently, they can set the granularity of the different security policies and concentrate resources on the most important access elements for the particular organization. The meta-policy must also determine the proper expression of the different policies; e.g. formal, semi-formal or natural language.
The meta-policy should also define how the policies are distributed and the implications of the policies. Once the policy is made, organization stakeholders will need to learn about the changes and requirements. Policy makers will need to decide whether internal publication is sufficient, or if training or briefings are required. The meta-policy should also include processes by which policy makers decide how the policies are to be enforced. For example, some policies might be enforced automatically with computer technology (e.g. access control software), politically (e.g. through personnel sanctions) or socially (e.g. using change agents, champions or security awareness).
Each low-level security policy may need a different level of abstraction, a different expression form or a different enforcement mechanism to reflect the target objects and subjects of the policies. Also the design of meta-policy should help policy makers decide what implications may arise with the promulgation of the policies in the organization, their implementation of the policies and their enforcement. It is crucial that different employees of the organization are committed to security policies of the organization and the costs of implementation stays within the budget.
Implementation
The meta-policy must provide processes by which policy makers will determine and specify how the policies are to be implemented. This implementation varies depending on the organization. Emergent organizations are constantly shifting form and culture. This emergence means that implementation processes may have to vary according to how dramatic the security policies have changed, and the degree to which the organization must change in response.
Testing Implementation of policy in emergent organizations is complex and interactive. A policy change is a stimulus for an organizational change, and the exact reaction of the organization will have to be studied. The goals of the policy makers may certainly be effectively achieved as they have designed. However, it is always possible that new policies may be ignored, circumvented or perverted to support goals other than those of the policy-makers.
Consequently testing is necessary. The effects of the policies need to be determined in order for policy makers to know if the goals of the policy have been met, or if the policy needs to be reformulated. In testing, the policies are fully validated. Each policy (highor low-level) is checked to see whether its implementation meets the requirements and whether the policies are properly enforced.
Discussion, limits of the study, implications for research and practice
The existing approaches for managing/ developing secure information systems do not pay much attention to policy development. We propose an information security metapolicy to fill this gap. Meta-policy takes into account the organizational requirements (the phase of requirements capture), and in this way aims to avoid the problem of developmental duality (the conflict between security and functionality (see Baskerville, 1992) ). It is believed that the meta-policy is, in principle, easy to integrate into normal IS development and management. The metapolicy features of requirements analysis, design, implementation and testing has a solid foundation on the systems approach underlying many IS development and management approaches.
Limits of the study
The main limit of the study is a lack of empirical evidence concerning the practical usability of the results. However, since the question of policy formulation has not received much interest -and there are no explicit suggestions with respect to metapolicies -a conceptual proposal for metapolicy, as suggested in this study, is needed as a first step.
Implications for research
This meta-policy can be used to evaluate existing and future methods/approaches in the field of security management with respect to security policies. In other words, future work on information security policies should meet the requirements outlined by this metapolicy. For example, the phase of requirements capture suggests that future methods/approaches for managing security in organizations should concentrate more on policy formulation than on ready-made lists of particular actions (what one should or should not do). Future research is needed to evaluate empirically the practical usability of the metapolicy.
Implications for practice
This study aims to overcome certain vital limits of the general information security management standards and checklists. General standards such as BS 7799 fail to satisfy effectively the stages of the metapolicy. These do not pay adequate attention to the fact that organizations are different. Instead of implementing the solutions suggested by general information security standards, practitioners can use this metapolicy as a basis for developing their own information security standards and security policies.
Conclusions
Today's organizations are increasingly federated and emergent. The use of generic information security management standards as a basis for security policy development is inadequate for emergent organizations since standards do not pay enough attention to the fact that different organizations have different security requirements. Yet, alternative approaches for security management, while improving security management considerably, do not address the issue of policy development seriously enough. To tackle with this problem, this paper proposed a meta-policy for dealing with the policy formulation, implementation, enforcement and validation.
